
Privacy Impact Assessment 

Name of System: Civilian Personnel Records-Office of Personnel 
Management Document Conversion Utility 

System's Unique ID: DCU 

SYSTEM APPLICATION/GENERAL INFORMATION: 
1. What is the purpose ofthe system/application? 

The Civilian Personnel Records-Office of Personnel Management Document Conversion 
Utility will store and transmit electronic copies of civilian official personnel files (OPFs). 
Civilian OPFs will be scanned into the system and these digitized files will be transferred 
to the Office of Personnel Management (OPM) Electronic OPF system. 

The National Personnel Records Center (NPRC) has signed an agreement with the Office 
of Personnel Management to digitize and transfer civilian Official Personnel Files to the 
OPM electronic Official Personnel File (eOPF) system. Some ofthe OPFs pertain to 
former federal employees whose paper records are stored at the Civilian Personnel 
Records (CPR) Center and the rest pertain to current federal employees whose employing 
agencies have contracted with CPR to convert paper OPFs to digital format. 

• The system is designed to provide a Production environment that will convert 
paper documents into digital formats using automated processes. 

2. What legal authority authorizes the purchase or development of this 
system/application ? 

44 u s e 2108, 2110, and 2907 

DATA in the SYSTEM 

1. Describe the types of users who will have access to data in the DCU system? 

Following are the categories of users that configure, operate, and maintain the CPR-OPM 
Document Conversion Utility system during normal use. 

• Administrators. Members ofthe administrators group are the most privileged 
users in the system. Administrators have full access to all devices included in the 
system, including servers and network devices (firewalls, routers, switches, etc.). 

The positions occupied by the CPR-OPM Document Conversion Project 
Administrators group members are designated as ADP I (Critical Sensitive). All 
Administrators group members must have a NACI background investigation for 
system access. None ofthe CPR-OPM Document Conversion Project 
Administrators group members are permitted to be Foreign Nationals. 



• Power Users. Members ofthe Power Users are limited privileged users. They 
will have full access to devices for which they are responsible, such as individual 
workstations and shared servers, and read-only and/or read-write access to other 
resources as required by their job function. 

The positions occupied by the CPR-OPM Document Conversion Project Power 
Users group members are designated as ADP II (Non-critical Sensitive). All 
Power Users group members must have a NACI background investigation for 
system access. None ofthe CPR-OPM Document Conversion Project Power 
Users group members are permitted to be Foreign Nationals. 

• Users. Members ofthe User group are considered to be non-privileged users. 
They will have read-only and/or read-write access to individual resources as 
required by their specific job function. Access may also be limited by time, 
schedule, and location constraints, as defined by the overall system policy. 

The positions occupied by the CPR-OPM Document Conversion Project Users 
group members are designated as ADP III (Non-sensitive). All Users group 
members must have a NACI background investigation for system access. None of 
the CPR-OPM Document Conversion Project Users group members are permitted 
to be Foreign Nationals. 

2. Describe the information (data elements and fields) available in the system in the 
following categories: 

a. Employees 

- User identifiers (user login ID) and authenticator (password) 

b. Audit trail information (including employee log-in information) 

Windows OS Audit Trails and Logging 

All servers that are components of CPR-OPM Document Conversion Project are running 
Microsoft Windows Server 2003 Operating System. These operating systems are 
configured to audit the following information on the servers: 

• Account Logon Events - both successful and failed account logon attempts are 
audited 

• Account Management - both successful and failed attempts to manage (create, 
delete, edit) user accounts are audited 

• Logon Events - both successful and failed logon events are audited 
• Object Access - both successful and failed object access attempts are audited 
• Policy Change - both successful and failed attempts to audit system policies are 

audited 
• Privilege Use - failed attempts to privileged resources are audited 
• System Events - both failed and successful system events are audited 



Kofax Ascent Capture and Indicius Audit Trails 

The Kofax Ascent Capture and Indicius software has auditing functions enabled within 
the application. This audit log captures all activities and events performed on the system 
by all Kofax users. These events and acdvities that are logged include logins/logoffs, 
batch information, user performed fimctions tracked, creation of batches and images 
within Kofax, account management activities, etc 

Input/Output Controls 
Audit trails are used for receipt of inputs/outputs from the information system. A record 
is kept of individuals who implement media disposal actions and individuals who verify 
that such information or media was properly sanitized. Inventory records of all storage 
media containing organizational information are maintained for purposes of control and 
accountability. 

c. External Users - N/A 

d. Other (describe) - N/A 

3. Describe/identify which data elements are obtained from files, databases, 
individuals, or any other sources? 

a. NARA operational records -N/A 
b. External users - N/A 
c. Employees - N/A 
d. Other Federal agencies (list agency) - The records in the DCU system converts 

official personnel files into digital images. The original files belong to the Office of 
Personnel Management. 

e. State and local agencies (list agency) - N/A 
f. Other third party source - N/A 

4. Is each data element required for the business purpose of the system? Explain. 

The career of a federal civilian employee is documented by the long-term records found 
in OPFs. The OPF chronicles an individual's employment status, service, quahfications, 
benefits, rights, and employment history. OPFs are retired to the NPRC within 120 days 
after separation from Federal employment. Each data element in the OPF is necessary to 
document the career ofthe individual Federal employee. 

Information conceming users ofthe system is necessary to ensure that there is controlled 
access within the system based on the performance of authorized tasks. 

5. How will data be verified for accuracy, timeliness, and completeness? What 
steps or procedures are taken to ensure the data is current? Name the document 
that outlines these procedures (e.g., data models). 

The data in the system are scanned images of original paper OPFs. The OPFs transferred 
to NARA's physical custody are assumed to be accurate, timely and complete at the time 


